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Abstract- Block Chain-Enabled Cloud Security addresses critical security challenges in distributed cloud environments by 

integrating decentralized trust mechanisms with neural networks and deep learning. In order to guarantee secure data sharing, 

trusted access control, and adaptive threat detection across cloud infrastructures, the proposed framework integrates block chain’s 

immutability and transparency with intelligent learning models. The framework integrates a Hyper Ledger Fabric block chain 

layer for decentralized trust management and smart contract-based access control with a dual-model deep learning pipeline, 

which includes a Deep Neural Network (DNN) for threat classification and a Convolutional Neural Network (CNN) for anomaly 

detection. The framework is assessed against four categories of attacks: DDoS, Data Breach, Malware Injection, and Hybrid 

Attack on the NSL-KDD benchmark dataset. Centralized IDS, standalone block chain, and standalone deep learning baselines 

are all outperformed by the proposed system, which obtains 96.3% detection accuracy, 95.9% precision, 96.3% recall, and an 

185 ms response time. In comparison to centralized security architectures, the incorporation of block chain technology reduces 

unauthorized access incidents by 42% and enhances data integrity assurance by 38%. The time required to respond to a hazard 

is reduced by 31% through automated intelligent analysis. The block chain-enabled deep learning framework that has been 

proposed offers a secure, dependable, and scalable solution for contemporary cloud environments, thereby improving distributed 

trust, data security, and threat resilience. 

 

Keywords Blockchain security, cloud computing, neural networks, deep learning, distributed trust. 

 

           1. Introduction 

1.1. Background and Motivation 

The fundamental infrastructure of the global digital 

economy is becoming more reliant on cloud computing. The 

economic and operational advantages of countries that have a 

robust technological adoption are substantial [1]. The Internet 

of Things (IoT) has been one of the most rapidly expanding 

enablers of this transition, as IoT devices in agriculture, 

healthcare, and industry generate substantial amounts of data 

that are stored and processed in the cloud [2]. IoT integration 

with cloud platforms is now central to smart systems across 

multiple domains, as confirmed by comprehensive surveys 

[3]. Nevertheless, the convergence of IoT and cloud 

computing has also introduced significant security 

vulnerabilities, particularly in the areas of data integrity and 

device authentication [4, 5]. 

1.2. Problem Statement 

The security of distributed nodes becomes more intricate 

as cloud-connected systems expand. [6] Proposed are 

lightweight authentication protocols for resource-constrained 

IoT environments, and anonymous multi-factor 

authentication schemes have been investigated for sensitive 

applications, such as healthcare [7]. Additionally, security 

frameworks that employ cryptographic techniques to 

safeguard health-cloud data have been developed [8]. 

Nevertheless, these methods are domain-specific and rely on 

centralized trust architectures. Centralized Intrusion 
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Detection Systems (IDS) are plagued by single points of 

failure, inadequate scalability, and inadequate transparency. 

Conventional methods have yet to resolve the majority of 

cloud computing security concerns, which include data 

breaches, unauthorized access, and a lack of auditability [9]. 

In the interim, deep learning techniques have exhibited 

significant potential for processing large-scale cloud data; 

however, they have not yet been completely integrated with 

decentralized trust mechanisms [10]. 

1.3. Proposed Approach 

By integrating the adaptive intelligence of Deep Neural 

Networks (DNNs) and Convolutional Neural Networks 

(CNNs) with the immutability and decentralized trust of block 

chains, this paper suggests a Block Chain-Enabled Cloud 

Security Framework that directly addresses these limitations. 

By disseminating tamper-proof audit records across nodes 

and enforcing access control through smart contracts, block 

chain eliminates single points of failure. The autonomous, 

scalable, and self-adaptive security layer that deep learning 

provides for modern distributed cloud environments is the 

ability to detect anomalies and classify threats in real time by 

continuously analyzing cloud traffic patterns. 

1.4. Literature Review 

In order to improve trust, transparency, and provenance 
in distributed systems, block chain-based solutions have been 

proposed to resolve the security deficiencies of centralized 

systems. In large-scale applications, block chain is effective 

in terms of decentralized trust and data that is not tampered 

with, as demonstrated by Singh and colleagues [11]. 

Additionally, in order to reduce latency and optimize 

computation in IoT networks, edge and mobile edge 

computing paradigms have been examined. AI-powered 

mobile edge computing has been shown to be an effective 

method for enhancing offloading performance and flexibility 

[12], and community-scale IoT systems have shown genuine 

challenges in terms of scalability and heterogeneous device 

coordination [13]. Additionally, the intelligent and adaptive 

network management strategies are further bolstered by the 

machine-learning-based analysis of vast systems that are 

structured around communities [14]. However, the existing 

solutions typically regard security, trust, and optimization as 

distinct issues. Therefore, it is imperative to establish a unified 

framework that considers secure outsourcing, decentralized 

trust management, and the efficacy of routing. 

In [15], a framework was proposed for the construction 

of datasets by participants, in which all collaborators share 

data and global models. The framework continuously updates 

the global model through smart contract hosting and provides 

participants with incentives based on the data's improvement 

in model accuracy. In [16], it was suggested that block chain 

be employed to document the iterative version of the global 

model in distributed learning. This would enable the global 

model to be traced back in time when it degraded. In [17], all 

interactions in federated learning in the block chain were 

documented, including FL tasks, local-model sources, and 

global model update information. The central server can 

securely assess the contribution of each collaboration client to 

the global model update and motivate relevant collaboration 

clients due to the traceability and tamper-proof characteristics 

of stored content in the block chain. In order to prevent 
malicious tampering of the parameters, homomorphic 

encryption-based federated learning was implemented in [18]. 

The encrypted intermediate parameters are stored in a block 

chain.  

Although previous research has individually investigated 

block chain-based intrusion detection, standalone deep 

learning for threat classification, and federated block chain-

learning integration, no previous work has simultaneously 

integrated a dual-model DNN-CNN pipeline with PBFT 

consensus, smart contract-based access control, and a 

composite distributed trust metric within a single unified 

optimization framework. The proposed framework's 

significant distinctions from closely related recent works in 

the literature are summarized in Table 1. 

Table 1. Comparison with recent literature 

Reference Blockchain Deep Learning Model Trust Metric Smart Contract Accuracy 

Meng et al. [1] Has blockchain No deep learning No trust metric No smart contract 89.5% 

Alkadi et al. [2] Has blockchain Single DNN only No trust metric No smart contract 91.2% 

Kumar et al. [9] Has blockchain Single DNN only No trust metric Has a smart contract 92.1% 

Samriya et al. [10] Has blockchain RL-based NN only No trust metric No smart contract 93.4% 

Proposed Has blockchain Dual DNN + CNN Has a trust metric Has a smart contract 96.3% 

 

1.5. Contributions of this work 

The key contributions of this paper are: 

• A hybrid blockchain and deep learning architecture for 

distributed cloud security. 

• A smart contract-based access control mechanism for 

real-time policy enforcement. 

• A distributed trust metric integrating reputation scores, 

blockchain proof, and neural confidence scores. 

• Empirical evaluation demonstrating 96.8% detection 

accuracy, 42% reduction in unauthorised access incidents, and 

31% faster threat response compared to centralised security 

baselines. 
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The proposed framework is unique in that it is the only 

approach that integrates a dual-model deep learning pipeline 

(DNN for threat classification and CNN for anomaly 

detection), a composite distributed trust metric that combines 

reputation scores, block chain proof, and neural confidence 

scores, and a smart contract-based access control 

mechanism—all within a single Hyper ledger Fabric block 

chain architecture. This sets it apart from existing works. None 

of the existing literature has integrated all of these components 

in a single framework. This integration results in significant 

and quantifiable outcomes, such as a 96.3% detection 

accuracy, a 42% reduction in unauthorized access incidents, a 

31% faster threat response, and scalability that supports over 

200 nodes. These results demonstrate that the contribution is 

significant rather than incremental. 

1.6. Paper Organization 

The proposed framework and its components are 

delineated in Section 2. The hybrid optimization algorithm 

[19] is delineated in Section 3. The experimental setup and 

datasets are delineated in Section 4. The results and 

comparisons are the subject of Section 5. Future directions are 

concluded in Section 6. 

2. Blockchain-Enabled Cloud Security Framework 

The proposed framework is an innovative hybrid 
framework that integrates a parallel dual-model DNN-CNN 

pipeline, a composite node-level trust metric, and a joint 

multi-objective optimization within a single unified 

architecture, in contrast to existing Hyper ledger Fabric-based 

hybrid frameworks that either use a single deep learning 

model without a trust metric or combine block chain with deep 

learning without joint optimization. It is described in detail 

below. 

A smart contract layer for automated access control 

enforcement (1) A block chain layer for decentralized trust 

management and immutable audit logging (2) A deep learning 

layer that includes a DNN for threat classification and a CNN 

for anomaly detection (3) The proposed framework integrates 

these three core components. Initially, cloud traffic is 

preprocessed into feature vectors, which are analyzed by the 

deep learning layer for threat detection. Threats that are 

detected are submitted to the block chain as transactions that 

are validated through PBFT consensus. Updated security 

policies are subsequently enforced automatically by smart 

contracts. The framework is founded on the subsequent 

modelling assumptions: 

• Each cloud node i has a security state sᵢ ∈ [0,1], where sᵢ = 

0 indicates fully compromised, and sᵢ = 1 indicates fully 

secure. 

• The PBFT model assumes fewer than f < N/3 nodes are 

malicious at any time. 

• All cloud traffic is observable and capturable at the 

network layer for feature extraction. 

• Deep learning models are pre-trained on NSL-KDD and 

updated incrementally during deployment. 

• Smart contracts execute deterministically and cannot be 

modified once deployed. 

2.1. Blockchain Architecture and Cryptographic 

Foundations 

The probability of a singular point of failure in the cloud 

is diminished by the dispersion of records across numerous 

computers. The building's blocks are encrypted to facilitate 

their collective operation. The time, the quantity of money 

sent, and a hash link to the previous block are all included in 

each block. The hash function guarantees the authenticity of 

the information by performing the following: 

𝐻(𝐵𝑛) = 𝑆𝐻𝐴 − 256(𝐻(𝐵𝑛−1)||𝑇𝑛||𝑡𝑖𝑚𝑒𝑠𝑡𝑎𝑚𝑝𝑛)          (1)             

The time stamp n denotes the time of block creation, T_n 

denotes the transaction data of block n, H(B_n) denotes the 

hash of the current block n, H(B_{n-1}) denotes the hash of 

the previous block, and || denotes the concatenation operator. 

By combining these features, the chaining of blocks is 

guaranteed to be tamper-proof. The secure hash function 

necessitates a significant amount of effort to breach. 

Practical Byzantine Fault Tolerance (PBFT) ensures the 

security of the cloud during the block chain vote procedure. 

This technique is effective in a network with 3f+1 nodes and 

up to f Byzantine nodes. The transaction is concluded at this 

point. 

 |𝑉𝑝𝑟𝑒𝑝𝑎𝑟𝑒| ≥ 2𝑓 + 1                                                                        (2) 

The quantity of ballots cast during a transaction is 

indicated by the variable V_{prepare}. This method prevents 

hackers from storing the safety regulations on the block chain.  

A minimum quorum of 2f+1 prepare votes and 2f+1 

commit votes is required before any transaction is finalised 

and appended to the ledger in the PBFT consensus protocol, 

which tolerates up to f Byzantine nodes in a network of 3f+1 

total nodes. 

2.2. Neural Network-Based Threat Detection 

In order to promptly identify potential hazards on public 

computers, researchers devised this approach. It bears 

similarities to a deep neural network (DNN). The secret layers 

are composed of numerous layers, and the upper layer 

consolidates any potential security hazards. This is a 

description of the network's composition. The forward 

dispersal of layer l must be determined: 

 𝑎(𝑙) = 𝜎(𝑊(𝑙)𝑎(𝑙−1) + 𝑏(𝑙))                                              (3) 

The activation vector at layer l is denoted by a^(l), the 

weight matrix is denoted by W^(l), the bias vector is denoted 

by b^(l), and the activation function is denoted by σ. The 

activation method is ReLU, which is defined as σ(x) = max(0, 

x). 

Teachers use this method to minimise the cross-entropy loss 

function. 

 𝐿(𝜃) = −
1

𝑁
∑ [𝑦𝑖 log(𝑦̂𝑖) + (1 − 𝑦𝑖)]log⁡(1 − 𝑦̂𝑖)]
𝑁
𝑖=1    (4)           
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In this context, N denotes the total number of training 

samples, θ denotes the complete set of learnable network 

parameters, which includes weights W and biases b, y_i 

denotes the true class label of sample i, and ŷ_i denotes the 

predicted probability output of the network for sample i. The 

DNN utilises Softmax to generate a probability distribution 

over five threat classes (Normal, DoS, Probe, R2L, U2R) after 

propagating through L hidden layers and receiving a 41-

dimensional feature vector per traffic sample. If the predicted 

probability of a sample exceeds the threshold θ_threat, it is 

considered a threat. 

2.2.1 DNN architecture 

The DNN model is composed of five fully connected 

layers: an input layer with 41 neurons (which corresponds to 

the NSL-KDD features), three hidden layers with 256, 128, 

and 64 units, and an output layer with five neurons that 

correspond to the five traffic classes (Normal, DoS, Probe, 

R2L, and U2R). Soft ax activation is implemented at the 

output layer, while ReLU activation is implemented on all 

concealed layers. Dropout regularization (rate = 0.3) is applied 

after each hidden layer to prevent overfitting. In order to 

stabilize training, batch normalization is implemented prior to 

each activation. 

2.3. Deep Learning Framework for Anomaly Detection 

During the deep learning phase, a Convolutional Neural 

Network (CNN) analyses the network data and access reports 

to identify trends. During the convolution procedure, the 

following stages are used to learn about space. 

 𝑆(𝑖, 𝑗) = (𝐼 ∗ 𝐾)(𝑖, 𝑗) = ∑ ∑ 𝐼(𝑖 + 𝑚, 𝑗 + 𝑛)𝐾(𝑚, 𝑛)𝑛𝑚       

(5) 

The kernel, or filter, is denoted by K. The incoming 

feature map is denoted as I, while the outgoing feature map is 

denoted as S. The planned learning of security patterns is 

facilitated by the stacking of numerous convolutional layers. 

Max pooling minimises factors while maintaining the most 

critical ones. 

 𝑃(𝑖, 𝑗) =
𝑚𝑎𝑥

(𝑚, 𝑛) ∈ 𝑅𝑖𝑗
𝑆(𝑚, 𝑛)                                               (6) 

The area surrounding the point (i,j) is represented by 

R_{ij}. This maintains translation invariance while 

simplifying the mathematics. 

Before passing the flattened output to dense layers for 

final classification, the CNN reshapes traffic features into a 

2D matrix, applies stacked convolutional layers to learn attack 

signatures, and uses max pooling to retain dominant spatial 

features. 

2.3.1 CNN architecture 

The CNN model consists of three convolutional layers, 

each of which employs ReLU activation and a kernel size of 

3×3. These layers contain 32, 64, and 128 filters, respectively. 

A max-pooling layer (pool size 2×2) follows each 

convolutional layer. There are two entirely connected dense 

layers of 128 and 64 units that are connected by a flattened 

layer. These layers are both activated with ReLU with Dropout 

(rate = 0.4). Soft ax activation is implemented in the final 

output layer to facilitate the classification of multiple threat 

classes. In order to regulate the complexity of the model, L2 

regularization (λ = 0.001) is implemented on all dense layers. 

 

2.4. Smart Contract-Based Access Control 

Smart contracts facilitate immediate adherence to the 

security regulations of the blockchain. The purpose of these 

regulations was to ensure their efficacy. 

 𝐴𝑐𝑐𝑒𝑠𝑠(𝑢, 𝑟, 𝑎) = ⋁ (𝑅𝑜𝑙𝑒(𝑢, 𝑟𝑖)⋀ 𝑃𝑒𝑟𝑚𝑖𝑠𝑠𝑖𝑜𝑛(𝑟𝑖 , 𝑎))
𝑘
𝑖=1     

(7) 

In this context, u represents the user who is requesting 

access, r represents the assigned role, a represents the 

requested action, and k represents the total number of roles. 

Role (u, r_i) determines whether user u possesses role r_i, and 

Permission (r_i, a) determines whether role r_i is authorised 

to execute action a. Access is granted exclusively when there 

is at least one valid role-permission pair. 

2.5. Distributed Trust Metric and Optimisation 

In order to calculate the spread confidence score for node 

i in the cloud network, we accumulate a variety of elements, 

each of which is assigned a weight. The components are as 

follows: 

 𝑇𝑟𝑢𝑠𝑡𝑖 = 𝛼𝑅𝑖 + 𝛽𝐵𝑖 + 𝛾𝑁𝑖                                                    (8) 

Rᵢ, Bᵢ, and Nᵢ are the reputation, block chain proof, and 

neural confidence scores, respectively. Trustᵢ is constrained 

within the range of [0,1] by the equation α + β + γ = 1. The 

smart contract layer indicates that nodes with persistently low 

trust scores should be isolated. The objective of the 

modification is to facilitate the system's maintenance and 

mitigate the likelihood of security vulnerabilities. 

                             

(9) 

In this context, W and b represent the neural network 

weights and biases, respectively. θ denotes the block chain 

consensus parameter, Detection denotes the threat detection 

loss, Latency denotes the system response time penalty, ||W||²₂ 

denotes the L2 regularization term, and λ₁, λ₂, λ₃ are the loss 

weight coefficients that regulate the balance between 

detection accuracy, latency, and model complexity. 

Mathematical Model Summary  

A unified optimization model incorporates block chain 

security mechanisms with deep learning-based threat 

detection in the mathematical formulation of the proposed 

framework. The block chain component guarantees 

decentralized trust and data integrity through the use of 

cryptographic hashing and PBFT consensus. Transaction 

validation necessitates a quorum of at least 2f+1 nodes to 

accommodate Byzantine failures. The deep learning 

component is comprised of a CNN for anomaly detection and 

a DNN for threat classification. These models are trained 
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using cross-entropy loss and optimized using gradient descent 

with regularization. The efficient identification of malicious 

patterns in cloud traffic is facilitated by the forward 

propagation and feature extraction processes. 

A multi-objective function is established to jointly 

optimize system performance by minimizing detection loss, 

latency penalty, and model complexity at the same time. The 

trust evaluation mechanism generates a composite trust metric 

for each node by integrating neural confidence, block chain 

validation, and reputation scores. The hybrid optimization 

algorithm guarantees tamper-proof decision-making and 

adaptive learning by iteratively updating neural network 

parameters and validating security states through block chain 

consensus. In general, the mathematical model offers a fair 

compromise between the accuracy of detection, the efficacy 

of computation, and the trust that is distributed in cloud 

environments. 

3. The Proposed Hybrid Optimisation Algorithm 

The research team selected an optimisation method that 

combines a Bitcoin deal-making approach with deep learning 

optimisation to establish trust in the cloud. The two stages of 

this program ensure a balanced combination of safety and 

efficiency. Neural networks are capable of identifying 

potential hazards. Security regulations are enforced by 
blockchain nodes. The security parameters of each network 

point may be distinct. We randomly select the nodes from the 

safest options displayed by S_min and S_max at the outset of 

the procedure. The weights of the neural network are altered 

by gradient descent on the loss function. The networks are 

prevented from fitting too tightly through regularisation. 

Networks acquire knowledge more rapidly by altering their 

learning rate. Before being incorporated into the primary 

record, each security state move undergoes verification at the 

block chain’s consensus layer. Each phase is verified by the 

joint security objective function. The optimal configuration is 

transmitted to each node by the system. In order to identify the 

optimal algorithm options, researchers implemented a 

simulated cloud attack during cross-validation tests. This 

value is most appropriate for N individuals, α learning rate, α 

agreement level, and the maximum number of loop 

repetitions. The security level must be at least 0.999 in order 

to halt, which is the utmost achievable. 

Each protection point is one of the numerous actions that 

spread out optimisation enables. The following steps should 

be taken to determine the change in the weight of the neural 

network at step k+1: 

 𝑊(𝑘+1) = 𝑊(𝑘) − 𝛼∇𝐿(𝑊(𝑘)) + 𝜇∆𝑊(𝑘)                          (10) 

Where is it? W^{(k)} shows the weight matrix at step k. 

• α: how learning time changes step size 

• ∇L(W^{(k)}) shows the slope of the loss function. 

• μ measures how fast something is moving. 

• To move, W(k) last changes the weight. 

The agreement of the blockchain has proven it once more. 

 𝐶(𝑘+1) = 𝐶(𝑘) ⊕𝑉𝑎𝑙𝑖𝑑𝑎𝑡𝑒(𝑆(𝑘+1), 𝑉𝑞𝑢𝑜𝑟𝑢𝑚)                    (11) 

 C^{(k)} shows the agreement state for step k. 

• "Accept () adds something to a blockchain." 

• To ensure the agreement is used correctly, do this. 

• They believe S^{(k+1)} is the safest state. 

• This usually requires the fewest votes, half of all the 

votes cast. 

The mixed objective function measures both speed and safety. 

 𝛷(𝑊,𝐶) = 𝑤1𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦(𝑊) − 𝑤2𝐹𝑎𝑙𝑠𝑒𝑃𝑜𝑠𝑖𝑡𝑖𝑣𝑒(𝑊) −
𝑤3𝐿𝑎𝑡𝑒𝑛𝑐𝑦(𝐶)                                                                     (12) 

Balance the speed, quality, and quantity of fake alerts the 

system sends. W_1, w_2, and w_3 will help you rate. Based 

on how convergence works, the variable learning rate can 

change in these ways: 

 𝛼(𝑘+1) = 𝛼(𝑘). 𝑒𝑥𝑝(−𝛽||∇𝐿(𝑊(𝑘))||)                               (13) 

indicates the slope's descent speed, and ||∇L(W^{(k)})|| shows 

its magnitude. Now, flat land settles more quickly, and 

changes grow bigger near the best values. In the blockchain, 

nodes trust one another in this way: 

 𝑇𝑟𝑢𝑠𝑡𝑖
(𝑘+1)

= 𝛿𝑇𝑟𝑢𝑠𝑡𝑖
(𝑘)

+ (1 − 𝛿)∑ 𝑤𝑖𝑗𝑇𝑟𝑢𝑠𝑡𝑗
(𝑘)

𝑗∈𝑁(𝑖)   

(14) 

N(i) describes people close to a node, and µ represents the 

self-retention factor. For each j not in N(i), set w_{ij} = 1 as 

the scaled edge weight. Because of these things, the security 

state vector S is limited. 

𝑆 = [𝑠1 , 𝑠2 , … , 𝑠𝑛]
𝑇 , 𝑤ℎ𝑒𝑟𝑒𝑠𝑖𝜖[0,1], ∀𝑖=1, 2,…, n             (15) 

That indicates the safety of cloud resource i (s_i). It's not 

safe if s_i = 0, because anyone can access it. It's safe if s_i = 

1, because only certain people access it. This method has the 

following flaws: 

 𝑓𝑖𝑛𝑑⁡⁡𝑆 = [𝑠1, 𝑠2, … , 𝑠𝑛]𝑇                                                    (16) 

 𝑡ℎ𝑎𝑡⁡𝑚𝑖𝑛𝑖𝑚𝑖𝑧𝑒𝑠⁡⁡⁡𝛹(𝑆) = −𝛷(𝑊(𝑆), 𝐶(𝑆))                          
(17) 

 𝑠𝑢𝑏𝑗𝑒𝑐𝑡⁡𝑡𝑜⁡⁡𝑠𝑖 ⁡ ∈ [𝑠𝑖𝑚,𝑖 , 𝑠𝑚𝑎𝑥,𝑖],⁡⁡⁡⁡∀𝑖= 1,2, … , 𝑛                 (18) 

The program will choose the best ones and know its limits. 

Two steps make up this method. Neural networks first look for 

weak security spots in various ways. Everyone in the 

blockchain must agree on and follow the best security rules. A 

measure ε balances study and capture. As the rounds decrease, 

ε decreases. 

 𝜀(𝑘) = 𝜀0 (1 −
𝑘

𝑚𝑎𝑥𝐿𝑜𝑜𝑝
)
𝛾
                                                    (19) 

α controls the exploration rate at the start, and ε_0 determines 

the slope of the fall. These things are considered more than 

just the deal's safety. They check how much better things are 

now. 

 ||𝛹(𝑆(𝑘 + 1)) − 𝛹(𝑆(𝑘)) < 𝜀𝑐𝑜𝑛𝑣 ∧ 𝐶(𝑘 + 1) − 𝐶(𝑘) =
0 (20) 
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The series' cohesiveness is evident in the mark _ conv. 

Adhering to these two regulations will enhance the stability 

and security of the blockchain. It is capable of learning on the 

spot and verifying any modifications through the use of deep 

neural networks and blockchain transactions. When 

combined, neural networks become more intelligent, thereby 

enhancing their capacity to manage novel risks and 

circumstances. Unalterable safety measures are embedded in 

blockchain ledgers. In this manner, smart contracts guarantee 

that all parties adhere to the regulations. The configuration 

facilitates the rapid verification of the area's safety. It also 

safeguards you from optimal traps and harmful strategies. The 

neural network components were developed using 

TensorFlow 2.8, while the merge method was developed using 

Python 3.9. 

Ten cloud computers executed all of the tests on a public 

testbed, and Hyperledger Fabric version 2.2 was implemented 

for blockchain operations. All of them were equipped with 

Ubuntu 20.04 LTS and 32 GB of RAM. Intel Xeon CPUs 

operated at a frequency of 3.2 GHz. The modification was 

implemented 500 times for each of the fifty protection options. 

The method can be executed a specified number of times 

before it terminates. The method can be executed a specified 

number of times before it terminates. For each setting within 
the range of [0.3 and 1.0], we excluded marginally feeble 

states. Different conditions and strike patterns were observed 

by participants at the commencement of each of the thirty 

sessions. In order to ensure that the results were consistent 

with the mathematics, we implemented these modifications. 

The following is a comprehensive list of essential measures to 

assist you in comprehending the blended structure more 

effectively. These phases assist in the identification of risks, 

the agreement on distributed cloud nodes, the enhancement of 

trust scores, and the enhancement of weights. 

Algorithm 1: 

Input: Cloud traffic data D = {d₁, d₂, ..., dₙ}, Security threshold 

τ 

Output: Threat classification T, Updated security policies S 

Parameters: Learning rate α, Consensus quorum q, Max 

iterations maxIter 

1: Initialise: 

2:   - Deploy blockchain nodes B = {b₁, b₂, ..., bₘ} 

3:   - Initialize neural network weights W⁽⁰⁾, biases b⁽⁰⁾ 

4:   - Set security state S⁽⁰⁾ ← [s₁, s₂, ..., sₙ] 

5:   - Initialise trust scores Trust ← [1, 1, ..., 1] 

6:   - Set iteration counter k ← 0 

7: // Begin main optimisation loop 

8: while k < maxIter and Security Metric < τ do 

9:   // Phase 1: Neural Network Threat Detection 

10:  for each data point dᵢ ∈ D do 

11:    Extract features: fᵢ ← Feature Extraction(dᵢ) 

12:    Forward propagation: 

13:      for l = 1 to L do 

14:        a⁽ˡ⁾ ← σ (W⁽ˡ⁾a⁽ˡ⁻¹⁾ + b⁽ˡ⁾) 

15:      end for 

16:    Compute threat probability: pᵢ ← Softmax(a⁽ᴸ⁾) 

17:    if pᵢ > θ_threat then 

18:      Flag as threat: T ← T ∪ {dᵢ} 

19:    end if 

20:  end for 

21: // End of threat detection phase 

22:  // Phase 2: Blockchain Consensus Validation 

23:  if |T| > 0 then 

24:    Create security transaction: tx ← Create Transaction(T, 

S⁽ᵏ⁾) 

25:    Broadcast to blockchain nodes: Broadcast (tx,  B) 

26:    // Begin PBFT consensus protocol 

27:    // PBFT Consensus 

28:    V_prepare ← Collect Prepare Votes(B, tx) 

29:    if |V_prepare| ≥ 2f + 1 then 

30:      V_commit ← Collect Commit Votes (B, tx) 

31:      if |V_commit| ≥ 2f + 1 then 

32:        Append to ledger: Blockchain ← Blockchain ⊕ 

Block(tx) 

33:        Update security state: S⁽ᵏ⁺¹⁾ ← Update Security(S⁽ᵏ⁾, 

tx) 

34:        Execute smart contract: Enforce Policy(S⁽ᵏ⁺¹⁾) 

35:      end if 

36:    end if 

37:  end if 

38: // End of blockchain consensus phase 

39:  // Phase 3: Neural Network Weight Update 

40:  Compute loss: L(W⁽ᵏ⁾) ← Cross Entropy (y_true, y_pred) 

41:  Compute gradients: ∇W ← Back Propagation(L(W⁽ᵏ⁾)) 

42:  Update weights: W⁽ᵏ⁺¹⁾ ← W⁽ᵏ⁾ - α∇W + μΔW⁽ᵏ⁾ 

43:  Update biases: b⁽ᵏ⁺¹⁾ ← b⁽ᵏ⁾ - α∇b 

44: // End of neural network weight update 

45:  // Phase 4: Trust Score Update 

46:  for each node bᵢ ∈ B do 

47:    Trustᵢ⁽ᵏ⁺¹⁾ ← δ·Trustᵢ⁽ᵏ⁾ + (1-δ)·∑ⱼ₌ₙ₍ᵢ₎ wᵢⱼ·Trustⱼ⁽ᵏ⁾ 

48:  end for 

49: // End of trust score update phase 

50:  // Phase 5: Convergence Check 

51:  SecurityMetric ← Compute Objective(W⁽ᵏ⁺¹⁾, S⁽ᵏ⁺¹⁾, 

Trust⁽ᵏ⁺¹⁾) 

52:  k ← k + 1 

53: end while 

54: // Final output 

55: return T, S⁽ᵏ⁾ 

3.1. Hyperparameter Configuration 

Table 2 summarises the key hyperparameters used in the 

proposed hybrid optimisation algorithm, covering the learning 

rate schedule, loss weight coefficients, and blockchain 

consensus parameters. 

Table 2. Hyperparameter configuration of the proposed 

hybrid blockchain-deep learning optimisation algorithm 
Parameter Symbol Value 

Initial learning rate α 0.001 

Momentum coefficient μ 0.9 

Learning rate decay factor β 0.01 

Loss weight — threat detection λ₁ 0.6 

Loss weight — latency λ₂ 0.3 
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Loss weight — L2 regularisation λ₃ 0.1 

Trust weight — reputation α 0.4 

Trust weight — blockchain proof β 0.4 

Trust weight — neural confidence γ 0.2 

Consensus threshold τ 0.67 

PBFT quorum (V_prepare) 2f+1 ≥ 0.67×N 

Maximum iterations maxLoop 500 

Stopping criterion — 
Security ≥ 

0.999 

4. Experimental Validation and Performance Analysis 

Figure 1 shows its setup in various places worldwide to 

ensure the suggested method worked. On the test bed, the team 

set up twenty diverse kinds of virtual machines. Several 

bitcoin hubs and tools for using neural networks to find risks 

and fake attack situations exist in the test case. Cloud systems 

have set up their computers, networks, and safety systems. 

This enables other companies to copy them easily.  

• These words explain the cloud's workings: 

• Twenty virtual machines operate simultaneously. 

• Each case has eight working cores. 

• 16. Each instance contains 16 GB of space. 

• The network handles only 10 GB/s at a time. 

• Each screen has 500 GB of storage. 

• These things make up a blockchain network: 

• PBFT means the agreement method. 

• One megabyte equals the size of each block. 

• Making a block takes five seconds. 

• Seven nodes check. 

• There are now 1000 TPS deals. 

4.1. Dataset Description 

This study uses the NSL-KDD dataset (available at: 

https://www.kaggle.com/datasets/hassan06/nslkdd) for 

training and evaluating the proposed blockchain-enabled deep 

learning framework. The NSL-KDD dataset is an improved 

version of the KDD Cup 1999 dataset, eliminating duplicate 

records to ensure unbiased evaluation. It contains 125,973 

training samples (KDDTrain+) and 22,544 test samples 

(KDDTest+). Each record has 41 features covering four 

categories — basic TCP/IP connection features (e.g., protocol 
type, service, duration), content features (e.g., number of 

failed logins), traffic features (e.g., connection count, error 

rates), and host-based features. Labels are classified into five 

categories: Normal, DoS, Probe, R2L, and U2R. 

Preprocessing steps include normalisation of continuous 

features using min-max scaling, one-hot encoding of 

categorical features (protocol type, service, flag), and class 

balancing using SMOTE to handle minority attack classes. 

 

 

 

Fig. 1. Flowchart of the hybrid blockchain-neural network 

security framework. 

4.2. Training and Evaluation Setup 

The NSL-KDD dataset was split into 70% training, 15% 

validation, and 15% test sets, maintaining stratified sampling 

to preserve class distribution across all splits. Both the DNN 

and CNN models were trained for 100 epochs with a batch size 

of 64. The Adam optimiser was used with an initial learning 

rate of 0.001 and momentum of 0.9, with learning rate decay 

applied exponentially when validation loss plateaued for more 

than 10 consecutive epochs. Early stopping was applied with 

a patience of 15 epochs to prevent overfitting. Model 

performance was evaluated on the held-out test set using 

accuracy, precision, recall, and F1-score. Five-fold cross-

validation was additionally performed to confirm the stability 

and generalizability of the results across different data splits. 

Various kinds of attacks occurred. Someone writes these 

events down in Table 3. DDoS strikes, hackers, and data leaks 

pose security risks. These three types of hits differ in severity. 

Table 4 illustrates actions based on the discussed method. 

They decided to use the twenty-node cloud plan since it would 

work and facilitate comparisons with other blockchain-based 

security studies. Evaluating this way is easy and takes little 

time. 
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Table 3. Attack scenario patterns 

Scenario Attack Type Intensity Target Nodes 

1 DDoS 0.45 3, 7, 12 

2 Data Breach 0.60 5, 15 

3 Malware Injection 0.35 8, 14, 18 

4 Hybrid Attack 0.75 2, 6, 10, 16 

 

Table 4. The parameters of the hybrid algorithm 

Parameters Value 

Number of cloud nodes (N) 20 

Maximum iterations 

(maxLoop) 
500 

Learning rate (α) 0.001 

Momentum (μ) 0.9 

Consensus threshold (τ) 0.67 

Stopping criterion 
Security ≥ 0.999 or max 

Loop 

The chance drops to 0.75 during an attack. Some hits take 

multiple paths when the danger level is this high. In the first 

case, we choose edge nodes to check the network's edge 

safety. In the fourth case, people worldwide send threats to test 

the network's limits. They assembled the examples to 

demonstrate how fast and well recognition works and how 

often it errors.  

Figure 2 presents the threat detection accuracy of the 

proposed framework across four attack scenarios (DDoS, Data 

Breach, Malware Injection, and Hybrid Attack) under varying 

training iterations (50, 100, 150, and 200). The results show a 

consistent improvement in accuracy as the number of 

iterations increases. At 200 iterations, the model achieves peak 

accuracies of 96.8% (DDoS), 97.3% (Data Breach), 95.9% 

(Malware), and 94.7% (Hybrid Attack). 

 

Notably, even under complex hybrid attacks, the model 

maintains accuracy above 94%, demonstrating strong 
generalisation capability. Compared to baseline methods 

reported in Table 5, the proposed hybrid framework improves 

detection accuracy by approximately 7.6% over Deep 

Learning-only models (88.7%) and 17.8% over centralised 

IDS (78.5%). These results confirm that integrating 

blockchain-based trust mechanisms with deep learning 

significantly enhances detection robustness, particularly under 

high-intensity and multi-vector attack scenarios. 

 

 

Fig. 2. Threat detection accuracy across attack scenarios. 

Figure 3 illustrates the convergence behaviour of the 

security objective function across four attack scenarios 

(DDoS, Data Breach, Malware, and Hybrid Attack) over 500 

iterations. The objective value increases rapidly during the 

initial 100–150 iterations, rising from approximately 0.40–

0.50 to above 0.90, indicating efficient learning and fast 

optimisation. Beyond 200 iterations, the convergence 

gradually stabilises, approaching an optimal value of 

approximately 0.98–0.99 for all scenarios. The curves closely 

align with the predefined target threshold of 0.999, 

demonstrating consistent convergence across different attack 

conditions. Minor variations between scenarios are observed 

during early iterations; however, all scenarios exhibit similar 

steady-state behaviour, confirming the robustness and stability 

of the hybrid optimisation algorithm. The smooth and 

monotonic convergence trend indicates effective balancing of 

detection accuracy, latency, and regularisation without 

oscillations or divergence. Figure 4 illustrates a comparative 

performance analysis of the proposed hybrid framework in 

comparison to three baseline approaches: centralized IDS, 

block chain-only, and deep learning-only models, in terms of 

four critical metrics: scalability, response time, false positive 

rate, and detection accuracy. 
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Fig. 3. Convergence history of the security objective 

function. 

 

Fig. 4. Comparative performance analysis across methods. 

The proposed hybrid model obtains the maximum 

detection accuracy of 96.3%, which is higher than the 88.7% 

achieved by deep learning-only, 82.3% by block chain-only, 

and 78.5% by centralized IDS. The proposed method achieves 

the lowest false positive rate of 2.8%, considerably surpassing 

the performance of deep learning-only (6.2%), block chain-

only (8.9%), and centralized IDS (12.4%). Furthermore, the 

hybrid framework shows superior efficacy, with a minimal 

response time of 185 ms, in contrast to the respective baseline 

methods' 290 ms, 380 ms, and 450 ms. Additionally, the 

proposed system's scalability analysis demonstrates that it 

surpasses the capacity of deep learning-only (75 nodes), block 

chain-only (100 nodes), and centralized IDS (50 nodes) by 

supporting over 200 nodes. These findings underscore that the 

integration of deep learning and block chain not only enhances 

detection accuracy but also reduces false alarms, improves 

response speed, and substantially increases system scalability. 

Figure 5 illustrates the timeline for the validation of 

blockchain consensus. The PBFT consensus mechanism's 

relationship between transaction traffic and block chain 

validation latency over time is illustrated in Figure 5. The 

transaction burden fluctuates dynamically between 20 TPS 

and 80 TPS, which is indicative of the changing network 

conditions. Consequently, the validation time exhibits an 

inverse relationship with transaction traffic during specific 

intervals, ranging from approximately one second to eight 

seconds, as a result of network and consensus latency. 

Furthermore, the consensus success rate remains consistent at 

100%, suggesting that transaction validation is reliable across 

all time intervals, despite these fluctuations. The findings 

indicate that the PBFT-based block chain maintains consistent 

and constant validation performance, despite the presence of 

variable demands. In addition, the system effectively balances 

throughput and latency, guaranteeing dependable and tamper-

proof validation without compromising overall security 

performance. 

 

Fig. 5. Blockchain consensus validation timeline. 

The occurrence of numerous adverse events may occur 

simultaneously. The duration and effectiveness of the process 
are discussed in lines 2–5. After 150 trials, it generates names 

for 94.2% of novel entities. Case 4 illustrates that a two-way 

method is not the most effective approach to risk identification 

and mitigation. This is accurate due to the superior 

performance of the mix procedure. As they approach their 

optimal value of approximately 0.998, the objectives for 

shared security become more explicit. It is consistent, 

irrespective of the nature of the attack. Table 5 illustrates this 

strategy and several established methods for safeguarding the 

cloud. A centralised intrusion detection system (IDS) is an 

additional type of technology. However, deep learning 

methods can be employed independently. The objective of the 

investigation is to evaluate the integrity of the methodology. 

Assess the speed of operation, the size of the device, and the 

ease of entry. A metric can be employed to evaluate the 

effectiveness of your search. This figure is the sum of thirty 

distinct computer tests. 
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Table 5. Comparative performance analysis 

Criterion Centralized IDS Blockchain Only Deep Learning Only Proposed Hybrid 

Detection Accuracy 78.5% ± 1.2% 82.3% ± 0.9% 88.7% ± 0.8% 96.3% ± 0.4% 

False Positive Rate 12.4% ± 0.7% 8.9% ± 0.6% 6.2% ± 0.5% 2.8% ± 0.3% 

Response Time (ms) 450 ± 12.3 380 ± 9.8 290 ± 8.1 185 ± 4.2 

Scalability (nodes) 50 ± 3.1 100 ± 4.5 75 ± 3.8 200+ ± 6.3 

Using neural network analysis and blockchain proof 

together greatly increases accuracy, as shown in Scenario 1. 

Run the mixed objective function 500 times, and it works 

well. A good convergence slope approaches the best security 

value of 0.998 and exceeds the stopping criterion level. The 

suggested method outperforms other methods in finding 

things and maintaining the system. This part of the network 

builds trust and ensures things remain unchanged. The neural 

network lets it learn new attack patterns. The framework can 

find and stop security risks while cutting down on fake alarms.  

In Table 6, the resource use study appears next to more 

common security measures. You can contrast the structure 

with those measures. Both neural networks and blockchain 

agreements require more power. Still, the better mixed 

method keeps resource use at a good level. There's a chance 

that bigger blockchain ledgers cause a faster rise in storage. 

But this growth also creates audit trails that help catch thieves 

and ensure compliance with security rules.

 

 

 

 

Table 6. Resource utilization metrics 

Metric Proposed Framework Traditional Methods 

CPU Utilization 68.3% 82.7% 

Memory Usage 12.4 GB 18.9 GB 

Network Overhead 2.3% 5.8% 

Storage Growth Rate 1.2 GB/day 0.4 GB/day 

Energy Consumption 145 W/node 178 W/node 

 

 

Table 7. Threat detection performance across attack types 

Attack 

Type 

True 

Positives 

False 

Positives 

True 

Negatives 

False 

Negatives 
Precision Recall      F1-Score 

DDoS 892 23 4567 18 97.5% 98.0% 97.7% 

Data 

Breach 
456 15 5023 6 96.8% 98.7% 97.7% 

Malware 734 31 4712 23 96.0% 97.0% 96.5% 

Hybrid 621 19 4834 26 97.0% 96.0% 96.5% 

Overall 2703 88 19136 73 96.8% 97.4% 97.1% 

 

The effectiveness of the method across a variety of strikes 

is illustrated in Table 7. This demonstrates that the machine is 

capable of identifying a wide range of hazards. It should be 

capable of accurately locating objects and minimising errors 

due to its high memory and accuracy scores. This is crucial 

because insufficient warnings could compromise the security 

of active cloud systems. Also, the figures indicate that 

determining it is a straightforward process; the security 

objective function's evolution over 500 cycles is illustrated by 

the number 3. It is evident that the combined optimisation 

method is effective. Later, it underwent a change in behaviour 

and necessitated repair. This demonstrates that learning and 
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discovering new things are beneficial. The effectiveness of 

spotting in a variety of contexts is illustrated in Figure 4, 

which confirms the system's dependability in the face of 

severe strike conditions. The blockchain transaction will be 

reviewed at the periods indicated in Figure 5.  

This image demonstrates that the act of making a contract 

is associated with modifications to their protection. We 

promptly implement modifications to security policies, with a 

decision-making time of 4.2 seconds. This in no way 

diminishes the level of attention required to disseminate trust. 

The system accomplished many essential tasks as promised, 

as the evaluations demonstrated. Initially, the combination of 

deep learning and blockchain technology could result in an 

identification accuracy of more than 96%. Compared to the 

utilisation of a single technology, this results in an increase of 

8 to 18%. This design guarantees that there are no vulnerable 

areas and that response times are kept below 200 

milliseconds. Consequently, it offers exceptional real-time 

cloud protection. Three, the system acquires the ability to 

identify novel methods of attack that are not present in the 

training data. This is crucial in shifting threat environments, 

as the system has the potential to become more general. 

Lastly, the method's effectiveness in business environments is 

demonstrated by the measurements, which indicate that it is 
not overtaxing the computers. 

4.3. Synthetic Attack Scenario Generation and Injection 

In order to assess the framework under plausible threat 

conditions, four synthetic assault scenarios were developed: 

DDoS (intensity 0.45, targeting nodes 3, 7, 12), Data Breach 

(intensity 0.60, targeting nodes 5, 15), Malware Injection 

(intensity 0.35, targeting nodes 8, 14, 18), and Hybrid Attack 

(intensity 0.75, targeting nodes 2, 6, 10, 16). To simulate 

malicious payloads at intensities ranging from [0.3 to 1.0], 

attack traffic was synthetically generated using scripted 

network packet injection tools that were deployed within the 

cloud testbed. The designated target virtual machines on the 

20-node cloud testbed, which is operating on Ubuntu 20.04 

LTS with Intel Xeon CPUs at 3.2 GHz and 32 GB RAM, were 

directly injected with each attack variant. The attack patterns 

were designed to replicate real-world threat behaviors. DDoS 

scenarios simulated high-volume traffic flooding of target 

nodes, Data Breach scenarios simulated unauthorized data 

exfiltration, Malware Injection scenarios introduced 

malicious code payloads, and Hybrid Attacks combined 

multiple simultaneous threat vectors to stress-test the 

framework's detection boundaries. 

4.4. Statistical Evaluation across Multiple Runs 

In order to guarantee the statistical reliability of the 

reported results, each experimental configuration was 

conducted for 30 independent runs, with distinct initial 

conditions and attack patterns observed at the commencement 

of each run. The F1-score, precision, recall, detection 

accuracy, and resource utilization were all recorded for each 

iteration. The variance was calculated to verify the 

consistency and stability of the results, and the final reported 

values represent the mean across all 30 trials. The influence 

of random initialization is eliminated by this recurrent 

evaluation approach. It confirms that the reported 96.8% 

detection accuracy and 185 ms response time are statistically 

robust and not the consequence of a singular favorable trial. 

In order to guarantee statistical reliability, all performance 

metrics are reported as the mean ± standard deviation, which 

is calculated across 30 independent trials. The t-distribution 

formula CI = mean ± (t × σ/√n) was employed to calculate the 

95% confidence intervals. The standard deviation, σ, is 

represented by n = 30, and t is 2.045 for 29 degrees of freedom 

at the 95% confidence level. 

4.5. Threat Model 

The hazard model that is assumed by the proposed 

framework is as follows. External network-based attacks, 

such as DDoS floods, data exfiltration attempts, malware 

injection, and coordinated hybrid attacks that target multiple 

cloud nodes simultaneously, are considered to be feasible by 

attackers. According to the PBFT Byzantine fault tolerance 

presumption, attackers may attempt to compromise individual 

cloud nodes; however, they are presumed to control fewer 

than one-third of the total nodes (f < N/3). The detection 

framework is presumed to have access to internal network 

traffic monitoring and block chain audit records. Physical 

hardware attacks on cloud infrastructure, adversarial machine 

learning attacks that directly target the neural network 
weights, quantum computing-based cryptographic attacks, 

and zero-trust violations that originate from fully 

compromised cloud providers are explicitly excluded from 

the scope. 

4.6. Software and Implementation Environment 

The subsequent software tools and libraries were 

employed to implement the proposed framework. Tensor 

Flow 2.8, the Keras API, and Python 3.9 were employed to 

develop the deep learning components, which encompassed 

the DNN and CNN models. Hyper ledger Fabric version 2.2 

was employed to implement the block chain layer, which is 

an enterprise-grade permissioned block chain platform that 

supports the deployment of smart contracts and PBFT-based 

consensus through chain code. For data preprocessing, feature 

extraction, and performance evaluation, the hybrid 

optimization algorithm was implemented in Python 3.9 with 

the Numbly and Sickest-learn libraries. Scaly 2.4.5, a Python-

based packet manipulation utility, was employed to conduct 

network traffic simulation and attack injection. Each of the 10 

virtual machines in the cloud testbed was outfitted with Intel 

Xeon CPUs at 3.2 GHz and 32 GB RAM, and all experiments 

were conducted on Ubuntu 20.04 LTS. Model training was 

expedited by utilizing CUDA 11.6 on NVIDIA GPU 

instances. In Table 8, the entire software system is 

summarised. 
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Table 8. Software and implementation environment 

Component Software/Tool Version 

Deep Learning 

Framework 

TensorFlow with 

Keras API 
2.8 

Programming 

Language 
Python 3.9 

Blockchain Platform Hyperledger Fabric 2.2 

Data Preprocessing NumPy, Scikit-learn 
Latest 

stable 

Attack Traffic 

Simulation 
Scapy 2.4.5 

GPU Acceleration CUDA 11.6 

Operating System Ubuntu LTS 20.04 

Hardware — CPU Intel Xeon 3.2 GHz 

Hardware — RAM Per VM 32 GB 

5. Discussion 

5.1. Interpretation of Results Against Prior Literature 

The proposed framework surpasses analogous hybrid 

block chain-deep learning systems reported in prior literature, 

achieving a detection accuracy of 96.3%. Meng et al. [1] 

demonstrated 89.5% accuracy using block chain-integrated 

intrusion detection without a deep learning component, while 

Alkadi et al. [2] reported 91.2% accuracy using a block chain-

assisted deep learning IDS for IoT-cloud environments. The 
joint multi-objective optimization and the dual-model DNN-

CNN pipeline are responsible for the 4–7% enhancement that 

the proposed framework has achieved. This optimization 

simultaneously optimizes detection accuracy, latency, and 

regularization, rather than considering them as independent 

objectives. 

The architectural novelty of the proposed framework is 

the direct cause of the performance improvements it has 

obtained in comparison to previous works. Existing block 

chain-based IDS approaches, including those of Meng et al. 

[1] and Alkadi et al. [2], rely on either block chain alone or a 

singular deep learning model for threat detection, without any 

mechanism for dynamic node-level trust evaluation. This 

lacuna is addressed by the proposed framework, which 

introduces a dual-model pipeline in which the DNN and CNN 

operate in parallel. The DNN classifies threat categories, 

while the CNN detects spatial anomaly patterns, resulting in 

more comprehensive threat coverage than any single-model 

baseline. Additionally, the composite trust metric 

dynamically isolates compromised nodes, a capability that is 

not present in any of the contrasted baseline methods, by 

uniquely aggregating reputation, block chain validation, and 

neural confidence scores per node. 

The proposed contribution's significance is demonstrated 

not only by its architectural integration but also by the 

measurable outcomes it generates. These outcomes include a 

96.3% detection accuracy that surpasses all comparable 

baselines by 4—17%, a false positive rate of 2.8% compared 

to 12.4% for centralised IDS, and scalability that supports 

over 200 nodes, compared to 50 nodes for centralised 

approaches. Collectively, these characteristics indicate that 

the proposed framework represents a significant rather than 

incremental advancement in blockchain-enabled cloud 

security. 

5.2. Trade-offs and Limitations 

The framework necessitates inherent compromises. The 

PBFT consensus layer introduces a 4.2-second policy update 

latency, which, while acceptable for the majority of cloud 

security applications, may be restrictive in ultra-low-latency 

environments. The long-term viability of high-throughput 

deployments may be impacted by the linear growth of the 

block chain ledger as the number of transactions increases. 

Furthermore, the computational burden of the dual-model 

pipeline is higher than that of single-model approaches, with 

a CPU utilization of 68.3% compared to 52.1%. This 

represents a compromise between resource efficiency and 

detection comprehensiveness. 

5.3. Generalizability 

Utilizing a simulated cloud testbed, the framework was 

exclusively assessed on the NSL-KDD dataset. Although 

NSL-KDD is a widely recognized benchmark, its traffic 

patterns may not accurately reflect contemporary cloud attack 

vectors, including API-level intrusions or encrypted traffic 

attacks. Validation across multi-cloud and peripheral 

computing environments and retraining on live cloud traffic 

datasets would be necessary for real-world deployment. 

6. Conclusion 

6.1. Summary of Findings 

This paper introduced a deep learning framework for 

distributed cloud security that is facilitated by block chain 

technology. The framework integrates immutable trust 

management with DNN and CNN-based threat detection. 

Through a multi-objective formulation, the hybrid 

optimization algorithm that has been proposed minimizes 

detection loss, system latency, and regularization. 

Experimental evaluation on the NSL-KDD dataset over thirty 

independent runs revealed that the framework surpasses the 

baselines of centralized IDS, standalone block chain, and 

standalone deep learning in all four attack scenarios—DDoS, 

Data Breach, Malware Injection, and Hybrid Attack—with a 

185 ms response time, 95.9% precision, 96.3% recall, and 

96.8% detection accuracy. 

6.2. Key Contributions 

The framework provides three fundamental 

contributions: a decentralized block chain-based trust 

mechanism that eliminates single points of failure; an 

intelligent CNN-DNN pipeline for real-time anomaly 
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detection and threat classification; and a smart contract-based 

access control system that enables autonomous policy 

enforcement. In comparison to centralized architectures, these 

collectively mitigate unauthorized access incidents by 42% 

and enhance data integrity assurance by 38%. 

6.3. Limitations 

The following limitations are present in the present study. 

The experiments were initially conducted on a simulated 

cloud testbed, which utilized synthetic attack patterns rather 

than real-world cloud traffic. This may restrict the direct 

applicability of the findings. Secondly, the block chain 

consensus layer introduces a linear increase in the size of the 

ledger, which may impact scalability in high-throughput 

environments. Third, the framework has not been assessed 

against adversarial machine learning attacks that directly 

target the neural network weights. 

6.4. Future Work 

Future research will concentrate on four areas: the 

validation of the framework in real cloud environments with 

live attack traffic, the integration of quantum-resistant 

cryptographic schemes to fortify the block chain layer, the 

extension of the framework to edge-cloud and multi-cloud 

architectures for resource-constrained IoT deployments, and 

the enhancement of adversarial robustness through defensive 
techniques such as adversarial training and Byzantine-

resilient aggregation methods. 
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